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Tackling the SME Challenge...

Simon Newman

Chief Executive Officer, Cyber Resilience Centre for London



Introducing The Cyber Resilience Centre Network...
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Cyber Breaches Survey 2023

suffered at least one cyber attack or breach in the past 12 months

of Medium-sized firms suffered an attack or breach

of large firms suffered an attack or breach

have cyber insurance (as part of general business insurance)

provided staff with some form of training

report a cyber incident to an outside organisation

have a Board members with responsibility for cyber security &

see cyber security as a priority

of attacks were from phishing
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Most Common Types of Attack

. Businesses
. Charities

N
Shing attacks |

Others impersonating organisation
in emails or online m

Viruses, spyware or malware m
(excluding ransomware) m

Hacking or attempted hacking of EEIN
online bank accounts [l 6%

Takeovers of organisation’s or users’
accounts . 5%

7%
Denial of service attacks -
7%

.4%

Ransomware . 4

Unauthorised accessing of files or I 2%
networks by staff [l 4%

Unauthorised accessing of files or I 2%
networks by outsiders l 2%

Unauthorised listening into video | 0.5%
conferences or instant messages* | 1%

.4%

Any other breaches or attacks . 49

Source: Cyber Breaches Survey 2023

Phishing

Impersonation (BEC)

Viruses (Malware)

Password Vulnerability

Supply Chain Resilience
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Response to Most Disruptive Attack or Breach

. Businesses
B Charities

Additional staff training or
communications

Installed. changed or updated
antivirus or anti-malware software

Changed or updated firewall or
system configurations m

Updated passwords

.
Noaction taken P
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Source: Cyber Breaches Survey 2023

. Businesses
B Charities

Changed or updated firewall or
system configurations _

Updated passwords

Additional staff training or
communications _

Installed, changed or updated
antivirus or anti-malware software _

Outsourced cyber security

New or updated cyber security

policies m
Additional security on email m

accounts m
B

Increased monitoring . 2%

Changed online banking or payment m
policies 0%

New software or tools (other than
antivirus or anti-malware)

3%
Additional website security m

13%

No action taken _

Percentage of organisations that have done
any of the following since their most disruptive
breach or attack of the last 12 months, in cases

where breaches had material outcomes
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So how do we tackle the challenge?...
g \ ‘

Understand Behaviour and Triggers

De-mystify Cyber Security / Resilience

Education, Education, Education

Get the Basics Right!

Focus on the Positives — Business Benefits

...Legislation?
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~ Scan the QR code to sign up |
for emails

Simon Newman
CEO

simon.newman@londoncrc.co.uk
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